
Repressing
mathematics
Duncan Campbell writes: The activities of British
and American intelligence agencies now extend to
attacking academic freedom. The US National Sec-
urity Agency has been waging a quiet campaign to
get publication of some independent mathematical
research restricted on grounds of 'national security'.
They are' imminently expected to introduce
amendments into a new US law on controlling
exports, presently known HR4074, which would
prohibit the distribution overseas of certain kinds of
mathematical research.
The attack is motivated by the desire of NSA to

make their job of reading coded messages as simple
as possible. Since the end of the second world war, a
giant Anglo-American partnership has carried out
massive and costly espionage on everyone else's
secret messages, a process called signals intelligence
- 'sigint' (NS 2 February). But the new sophistica-
tion of microelectronics coupled with recent
remarkable mathematical advances threaten to
make many communications too expensive to
unscramble.

Some researchers are developing ways of sending
data using more conventional codes and, in public,
trying ways of breaking codes by sophisticated
computer techniques to test their security. NSA
wishes a plague on all their houses; earlier this year
the NSA's director. Rear Admiral Bobby Inman,
avowed his desire for legislation to control research
and publications of a 'central core of critical cryp-
tologic information . . . that is likely to have a
discernable adverse impact on national security'.

Since Inman's speech, according to Professor
Ronald Rivest of MIT, agency officials have been
quietly taking soundings on what NSA could get
away with. To date, there have been attempts to
make profitable patents secret, to curb grant awards
in areas of mathematics connected to cryptography,
and a notorious letter threatening academics with
prosecution for publishing their research.


